
Network Security
Who Gets In?  Who Stays Out?  And Who Decides?

As companies adopt networking 
efficiencies and integrate information 
technologies to grow their businesses, 
they continually face new security 
threats. Organizations must address 
their security risks and determine how 
to protect confidential company 
information, as well as personal, 
financial and other sensitive data 
relating to customers, suppliers, and 
business partners. Businesses must 
achieve an effective balance -
maintaining robust information security 
while creating and operating systems 
that are efficient and easy-to-use.

For responsible organizations 
operating in the age of networked 
computing and electronic 
communication, written information 
security policies are essential 
business tools. Information security 
policies fundamentally reflect 
corporate philosophy and expectations 
for protection of the company's critical 
data. Policies that are well-written, 
effectively communicated and 
consistently enforced go a long way 
toward protecting companies from 
risks associated with the inappropriate 
use of systems, software, email and 
the Internet. They not only protect 
corporate information from within, but 
they also spell out appropriate 
behavior within a company to help 
protect against electronic attack 
originating from outside the 
organization.
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An effective corporate information security program is 
essential to sound business practices. Many companies 
either don't have security policies or have policies that are 
wordy, hard to understand, vague, incompatible with other 
company policies, hard to implement or impossible to 
enforce. An organization's information security policies 
must provide a sound foundation for its overall security 
program. Applying the policies helps a company protect 
itself from undue harm and unnecessary risk.


